

Staying safe online – some simple tips
Above all else, we want you to be safe and secure in college. The internet is an incredibly useful resource, but you need to know that online actions can have offline consequences you might not want or expect. Please follow these simple guidelines and stay safe:
· Never post a picture of yourself, or of a friend, online that you would not be happy to let everyone see. Never post addresses or phone numbers.
· Don’t respond to unexpected e-mails and delete them, especially any asking for bank account details or card numbers. No real bank ever asks for these by e-mail.
· If you use social networking sites, keep your user settings private, so that only your real friends can get in. Click below for Facebook advice:
http://en-gb.facebook.com/help/325807937506242/
· Make sure you really know who is on your friends list, or who is asking to friend you. Be suspicious of any unexpected requests to become your friend.

· If anything happens online that really makes you worried or feel unsafe, most websites have a button to report abuse, for example, Twitter:
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· Online bullying is not acceptable – threats and abuse should be reported in the same way as if you were being bullied verbally.
· If in doubt about anything, ask a member of college staff for advice. The college has policies in place to keep its students safe and secure
· This website has some really useful information on staying safe online:

www.thinkuknow.co.uk
